1 • Introduction
dLoc®

is a revolutionary system for managing and
authenticating critical records. Combining the security of blockchain
and the convenience of Near Field Communication (NFC), it allows
any document to be stored, shared and verified in real-time using
an NFC-enabled mobile device. With dLoc®, banks, insurance companies, governments, healthcare providers and virtually any other
industry finally have a solution to the genuine problem of document
authentication.
The dLoc® solution is based on the idea that critical documents should
be secured with technology equivalent to that used in e-passports
and nation al identity cards. These credentials have achieved a very
high level of security by incorporating state-of-the-art features such
as an electronic chip embedded into the document. The chip links
the holder and the document using biometrics, in what are considered the most secure travel and identity documents ever developed.
In contrast, no such standards or requirements apply to documents
such as birth certificates, land titles or university diplomas. They have
neither a common format or content, nor a specified minimum set
of security features. These so-called “breeder” documents are often
used to obtain more important travel and identity credentials. Once
a “genuine fake” identity is established on the basis of an unsecure
breeder document, the fraud is extremely difficult to detect. As a
consequence, breeder documents are counterfeited quite often
today as forgers and criminals aim at the weakest link in the identity
chain.
The idea of enhancing the security of breeder documents by providing them with a chip is natural. The main goal is to guarantee the
authenticity and integrity of these certificates. A wide range of
documents can be secured through this approach, from university
diplomas, teacher certificates and land titles to company registration certificates, social security documents and more. All these documents display critical data which can be misused for fraudulent or
criminal purposes, and therefore the recipient of the record needs to
be certain that it is neither manipulated nor counterfeit. This is a typical scenario in our daily lives and the people called to “verify” these
documents are generally neither experts in document security nor in
fraudulent practices.
To provide an effective verification process, Linxens has developed
the dLoc® Document Authentication Solution featuring a seal containing a memory chip that attaches to the document and stores all the
relevant data in encrypted format. Reading the data off the chip and
verifying the integrity and authenticity of the document through a
robust blockchain application can be carried out quickly and easily
using tools that are widely available today: smartphones.
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2 • Principles of
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2.1 Simplicity
The goal was to develop an easy-touse system for reliable verification
of the authenticity and integrity of
any critical certificate. The proposed
solution can be easily integrated into
existing infrastructures using proven
technologies. The seals are easy to
apply to any kind of document while
smartphones can be used to quickly
verify these certificates.

2.2 Flexibility
The dLoc® solution is applicable to a
broad range of use cases. Data fields
can be freely defined and adapted
to any specific application. A broad
range of chip platforms with up to
8kB of memory are available. For most
applications, chips with 1kB to 4kB of
storage capacity are sufficient.
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2.3 Compatibility
The dLoc® solution is immediately
applicable to any existing
certificate or document. There is no
need to change the design or security
features of the original certificate,
only to apply an adhesive tag to the
document. The impact on established
and well-rehearsed processes is
minimal. This allows the seamless
integration of the solution into
pre-existing systems. dLoc® offers
interfaces to connect to existing
databases as well as the option to set
up a completely new database.

2.4 Security
The core functionality of the dLoc®
system is to provide security.
This is done through several pillars:
chip inventory management
(digital track & trace system), digital
signatures backed by the blockchain
protocol, user authentication and
issuance control systems. The solution
guarantees that any cloned chip can
be identified. As the client retains full
control of the issuance and verification
system, they can verify the authenticity
and integrity of the chips and their
data and likewise detect any
unauthorized chip.
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3.2 The secure element (chip)
Different chip platforms can be integrated into
the dLoc® solution offering storage capacities
between 1kB and 8kB. For most purposes no
more than 4kB of memory is needed.
Platforms with more memory can be integrated
upon request. In the above-mentioned memory
range, Linxens uses the NXP IC platform, which
has the following key features:

1kB, 2kB, 4kB or 8kB EEPROM with
up to 200000 single write operations;

The following sections describe the
components of the dLoc® solution.
The system is designed to be resilient
against attacks with an optimal balance
between cost and risk mitigation.

3.1 The dLoc® Seal
At the heart of the dLoc® solution is the dLoc®
Seal. The front of the seal includes a custom
design and space for printing dLoc® identification codes. Other security features can
be incorporated into the design itself. The
back of the seal includes an integrated security chip and connected NFC tag and antenna. Contactless communication via standard
NFC protocols and through smartphone interfaces is supported. dLoc® supports multiple
NFC communication protocols (e.g., NFC-A,
IsoDep, NDEF) and can store from 1kB to 8kB
of data. dLoc® Seal offerings include both
read and read/write capabilities depending
on the requirements of the specific application. All tag data is fully AES-128 encrypted
end-to-end, from the encoding of the seal to
the reading of the data. Multiple encryption
standards like AES128, AES256 and the legacy
3DES are fully supported.
The backside of the tag features a special
adhesive layer that firmly binds the seal to the
certificate. Any attempt to remove the tag
from a document will immediately lead to its
destruction. Tags are provided on rolls of silicone-lined backing paper. They can be easily
detached from the roll and placed on the
certificate.
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Prior to being shipped, during the pre-personalization phase at the Linxens production site,
an Inventory Control Number (ICN) is stored
on the chip. The ICN is a unique identification number specific to each individual document. Additionally, another ICN for each seal
is printed in plain text and as a barcode or QR
code on the front of the sticker. Both the ICN
number of the document and the ICN number
of the sticker are uploaded to a secure, cloudbased database.

AES-128 (Advanced Encryption
Standard) for authentication, data
integrity and encryption;
Freely configurable access conditions;
Common Criteria (CC) EAL 4+ certification (BSI-DSZ-CC-0620-2010-MA-01);
 nti-tearing mechanism for writing
A
AES keys;
Support for ISO/IEC 14443-3 UIDs
(7-byte UIDs);
Communication speeds of up to
848kbit/s;
Support for ISO/IEC 14443-3 Protocol
(all commands) in Security Level 3;
10-year data retention.

•E
 xample of a self-adhesive dLoc® Seal with
ICN and printed security features on the
front.
During pre-personalization at the production
site, the ICN and unique ID (UID) from the
chip manufacturer are secured with a SHA256
message authentication code (referred to as
HMAC1). Secure Hash Algorithms (SHAs) are
used to ensure the aut henticity and integrity
of data. The hash value is stored in an encrypted data block on the chip and is transmitted
to the database where it is stored as part of the
profile data. The hash value is stored in a “read
only” memory block and cannot be manipulated after the chip leaves the factory.

The chips are supplied in Security Level 3 with
all AES access keys pre-personalized at Linxens
production sites. It is not possible to personalize
the chips without knowledge of the AES keys.
Details on the NXP chips used are available upon
request.
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3.2.1 Memory requirements
To provide an estimate of data memory requirements, the typical fields of a read-only birth
certificate are shown below as an example.
(Note: other certificates, such as company
registration certificates or university diplomas,
generally contain less data).
1. Forenames of child (48)
2. Surname of child (48)
3. Sex of the child (1)
4. Date of Birth (8)
5. Time of Birth (5)
6. Place of Birth (32)
7. Forename of the 1st parent (48)
8. Surname of the 1st parent (48)
9. Birth name of the 1st parent (48)
10. Sex of the 1st parent (1)
11. Date of birth of the 1st parent (8)
12. Place of birth of the 1st parent (32)
13. Citizenship of the 1st parent (3)
14. Credential number of the 1st parent (16)
15. Forename of the 2nd parent (48)
16. Surname of the 2nd parent (48)
17. Birth name of the 2nd parent (48)
18. Sex of the 2nd parent (1)
19. Date of birth of the 2nd parent (8)
20. Place of birth of the 2nd parent
21. Citizenship of the 2nd parent (3)
22. Credential number of the 2nd parent (16)
23. Name of the issuing authority (48)
24. Date of issuance (8)
25. Place of issuance (32)
26. Name of issuing officer (48)
27. Address of issuing authority (48)
28. Citizen Registration Number (CRN) (10)
The numbers in brackets indicate the bytes
of memory required for each field. The total
for all the fields in this document is 744 bytes.
Additionally, space for administrative data and
digital signatures has to be taken into account.
In this example, a 2kB platform would offer
ample memory to store all the information
required.
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3.2.2 Advantages
of a hardware based
solution compared
to a QR code
Using a chip for checking document authenticity and integrity has many advantages
compared to current options:
NFC tags can collect context information
(e.g. images, biometrics) when used with
a chip offering sufficient memory (≥4kB).
Context information can be separated
into public and private data, with private
data being accessible only by authorized
readers.
Tags can exchange relevant information
with other computer systems in standard
formats.
NFC tags can easily be read
with smartphones.
NFC tags enable automated
document tracking.
Chips increase the security
of the document.
NFC tags improve document
handling processes.
They are congruent with other
documents within the Identity
ecosystem.
Processor chips can offer additional
applications, like Match-on-Card
functionality, so that biometric
verification processes can be included.
NFC tags can work in offline mode
to store a minimum set of data and
provide a basic level of security.

3.3 The blank certificate
In most cases, the best approach is to maintain
the existing blank document template as is. This
ensures that current document security features
are preserved. dLoc® does not require additional third-party security features on documents,
however Linxens does recommend to take
advantage of any that are already available, e.g.,
watermarks, guilloche, weaved fibers, micro text,
UV printing, etc.
The dLoc® solution does require two additions
to all pre-existing document templates:
Form Control Number (FCN)
The Form Control Numbers uniquely identifies a
document within the dLoc® and customer inventory. Its main function is to link the personalized
content to the document.
dLoc® Seal area
Each document must contain an unprinted, 4cm
diameter area on which to apply the dLoc® Seal.

•E
 xample of a blank certificate
with pre-printed FCN and space
for dLoc® Seal.
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3.4 The dLoc® Seal
Lifecycle
Every dLoc® Seal is sourced,
manufactured and shipped in
accordance with a market-leading, secure printing process. The
entire supply chain for dLoc®’s
components are Evaluation Assurance Level 6 (EAL6) certified
and leverage the same facilities
that produce government IDs like
the US and British passports. This
means that when a dLoc® Seal is
manufactured and assigned to a
customer, it uses the same supply
chain process as a government
issued passport.
To extend the secure supply chain
once a seal is shipped to the
customer dLoc® uses a Secure
Access Module (SAM) which is a
hardware-based chipset architecture designed to handle the NFC
encryption key encoding process
from a segmented and isolated
chipset. This allows for on-chip
encryption of data and the
AES-128 key assignment to ensure
that the encoded contents of the
dLoc® Tag cannot be accessed
without a two-factor and smart
card-based handshake.

Under normal usage, an NFC tag is unencrypted and readable by any NDEF or ISO-A/B/C
capable NFC device. A user could simply scan the NFC tag and see its contents in a human
readable format. For more secure use cases, dLoc® leverages smart NFC devices that
contain their own Operating System (OS) in conjunction with File System-based memory.
This opens up several service capabilities that distinguishes dLoc® from other NFC-based
technologies.
For example:
1. T
 he dLoc® Smart NFC Tag provides file encryption at the root and folder level.
2. T
 wo-factor and hardware-based AES-128 authentication prevent unauthorized read/
write access to the chip.
3. T
 he NFC tag can support more than one application via application folders.
4. S
 ecure application-specific file areas can be established with their own AES-128
authentication.
5. Individual files can have their own AES-128 access key.
6. C
 hip can lockout/self-destruct when an intrusion is detected.
7. E
 ncoded file versioning is supported.
dLoc®’s advanced NFC feature set allows for three-tier authentication at the chip, application folder and individual file level. This unique characteristic provides a one-to-one
implementation of dLoc® Tag Access Control permissions from a customer’s existing
Identity Management system (e.g. Active Directory, LDAP, SAML IDP, SAP, etc.). This allows
customers and partners to leverage their existing Identity Management infrastructure and
deploy the same level of access permissions to dLoc® Smart NFC Tags as they would with
their own hosted files.
One of the foundational problems of blockchain-based technologies is the “Double Spend”
problem. In traditional data stores, updates to records are handled transactionally on a
first come, first served basis. If two callers are updating the same record, whoever is able
to submit their request first has their changes accepted. The second update request is
denied and the caller is alerted that they are “out of sync” with the record. The second caller
would then retrieve the latest version of the record, submit an update and a new version of
the record would then be created after the first caller’s version.
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Blockchain is another form of data store with
unique properties that set it apart from traditional
data stores (e.g. relational databases, document
databases and graph databases). Unlike traditional databases that allow for full CRUD (Create,
Read, Update and Delete) operations on a record,
a blockchain record (or block) is immutable. Once
a block is committed to a chain, it CANNOT be
changed. This means that if two callers submit
a new record to a chain, the first request that
achieves consensus is the new record. The second
request is then appended to the first block, which
introduces confusion into the chain history. There
is now a question as to which block accurately
reflects the state of the data it contains.

6. A
 ny query on the seal’s blockchain at this
point reflects that there are three document versions (in this order): Version 1 (tag
assigned to asset), Version 3 (asset accepted
at the destination port), and Version 2 (asset
loaded onto the container ship).

While the block order doesn’t reflect the actual historical order of events, the chain still contains the entire
history of the asset. The sequence of events can be
determined by the version numbers contained within
each block’s encrypted record. This not only eliminates the double spend problem at the tag level, but
also allows for online/offline capabilities without any
concern for data store request order.

dLoc® solves the Double Spend problem at the
edge by levering the unique properties of Linxens
Smart NFC Tags. When an asset is assigned a dLoc®
Tag, it maintains the state of the asset on the tag
itself. This means that two users cannot change
the state of the tag at the same time. For example,
consider a dLoc® Tag that is assigned to a barrel
of oil being shipped from Saudi Arabia to South
Africa.
1. W
 hile being loaded onto a container ship,
Loader 1 accesses the dLoc® Tag and updates
it to reflect that it has been accepted and
transferred to the ship. Loader 1’s device does
not have access to the internet at the time
of acceptance. The contents of the tag are
updated, encrypted and assigned a version
number (Version 2).
2. O
 nce the tag is received at the port of entry
and unloaded from the ship, Loader 2 scans
the dLoc® Tag to record receipt of the oil
asset. The contents of the tag are updated
to reflect this, encrypted and a new version
number (Version 3) is assigned.
3. L
 oader 2’s device is connected to the internet and submits the update to the dLoc®
blockchain for that tag. The dLoc® Service
creates a new block containing the tag’s
contents based on Version 3 of the asset
document.
4. A
 ny query of the seal’s blockchain at this point
would show that there are two document
versions saved onto the seal’s blockchain.
Version 1 showing that the tag was assigned
to the barrel of oil and Version 3 showing
receipt of the same asset at destination port.
5. L
 oader 1’s device connects to the internet and
submits the document data contained on its
version (Version 2) to the dLoc® API. The dLoc®
Service adds a new block to the seal’s chain.
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The process flow has the following steps:
1. T
 he host validates the certificate.
2. A
 user logs into the system.
3. T
 he host requests the reader ID; this element contains the SAM UID, the reader UID
and a random number identifying the unique session.
4. T
 he reader returns the requested ID.
5. T
 he host requests the activation key from the backend system, sending over the reader ID
for validation. The validation process also checks that:
a. t he SAM module is valid,
b. t he relationship between the user and the reader is valid,
c. t he SAM module is not expired and its keys are updated.
6. T
 he backend system calculates the activation key using the master HSM located
on the server side and returns it to the workstation, which can begin operations.
7. T
 he reader performs the read/write operations on the dLoc® Certificate and delivers
the result of the operation to the host.

3.5 Secure
Application Modules
Instead of installing a Public Key
Infrastructure (PKI) with the Certification Authority (CA) hosted on
a central server, the proposed solution integrates Secure Application
Modules (SAMs). In many electronic transaction systems, Secure
Access Modules are the backbone
of the security infrastructure.

3.5.1 Issuance
and administration
of the SAMs
A SAM is a smart card developed
for securely storing symmetric
or asymmetric keys and sensitive
data. Both hardware and software
are engineered to prevent any
sensitive information from being
leaked. SAM hardware, for example,
contains countermeasures against
leaking information via electromagnetic radiation, timing
measurements or other channels. These properties mean that
SAMs offer a much higher level of
protection than the terminals into
which they are inserted, which are
often based on general purpose
computers. Every decentralized
component of a secure electronic
system is equipped with such a
SAM, e.g. the readers for personalization or verification of the data
on the tags. All security-related
operations carried out by such
a component, i.e. the handling
of the ISO 14443-4 protocol and
the cryptographic operations, are
delegated to the SAM.

14

All SAMs in the system are in turn issued and managed by
a central entity that is responsible for the security of the
system (and if necessary backed up on the blockchain). By
employing SAMs, this entity is able to guarantee the security of the system, even though the components that make
up the system are manufactured by multiple vendors and
managed by different parties. To increase and effectively
manage system security, it is only possible to activate a slave
SAM installed in a remote reader through an authorization
from the backend system. The backend system has a master
Hardware Security Module (HSM), which calculates and delivers the activation keys for the slave SAM. In this way, only
authorized readers are able to issue dLoc® certificates.

• I llustration of the process flow for the authentication of a SAM prior to personalizing data.

• I n a reader equipped with a SAM all security related
operations are delegated to the respective SAM.
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3.5.2 SAM Key
Diversification
The MIFARE SAM EV2 has the capability to implement a diversification
algorithm that allows Linxens to provide unique keys for every dLoc® Tag.
This feature contributes to enhancing
the security of the entire system. If an
attacker gets the key for one dLoc® Tag,
this key is only valid for that particular
tag. Key diversification is an effective
protection as long as the master key in
the terminal is not compromised.
The SAM uses three data inputs to
generate every diversified key:

UID of the tag,
Master key (stored in the SAM),
Diversification input data.
With these data as input to the cryptographic algorithm, the SAM can create
a unique key for every dLoc® Tag. This
process is used in the pre-personalization stage at the Linxens factory to
code the access keys that work with
the tag. It is also used when it is necessary to read a protected area or write
information to the tag.

3.6 Hardware and tools
The Linxens dLoc® solution is especially
designed for deployment within existing document issuing environments,
i.e. it offers interfaces to connect to
existing databases. Designed to interfere as little as possible with legacy processes, it allows the hardware
(printers, computers) of the pre-existing system to continue to be used as
before.
Only a barcode scanner and an NFC
reader are required for the personalization process. The dLoc® application
itself is a web application and can be
used with a standard browser (e.g.,
Firefox, Chrome or Explorer) on any
PC or laptop. If a turn-key solution is
required, Linxens will provide all servers
and workstations as well.
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dLoc® Solution
4.1 General aspects
dLoc® is a centralized, web-based system.
Authorized users can access the system
to perform role-based operations. A
Secure Socket Layer (SSL) 3.0 is used for
security. All operations performed by the
system are recorded, allowing administrators to conduct security and performance
audits. Interconnectivity to other systems
is integrated via web services.

4.2 System
Administration
Only authenticated and authorized users
can use the dLoc® web application. To
get access the user needs to perform a
complete two-factor authentication by
providing, for example, a password and a
One Time Password (OTP) token or his/
her fingerprint. This allows maximum
control over who is entitled to issue such
documents. Any user interaction with the
system is logged as well.

4.3 Device Management
The workstations and the readers used to
issue documents must be registered, in
order to maintain control of the issuance
process. A list of revoked devices is maintained and revoked devices may no longer
be used in the system.

• The dLoc® Eco-system
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4.4 Chain of custody for the tags

4.5 The issuance process

The system provides an integrated monitoring system to provide
complete chain of custody for the dLoc® Seals. During pre-production,
when the ICN is written to the chip, the seals are registered in the customer
database. This ensures that only registered seals can be used for issuance.
An encrypted file is provided containing all available seal IDs, validated on
the blockchain by Linxens. The distribution of the seals can be traced and
logged – physical reception at the issuance sites must be recorded. The
system also allows for cancellation of seals when issuance problems arise
or seals are physically damaged.

A new document can only be issued by an authorized dLoc® user. The document data can
be entered by the operator using the graphical interface supplied by the dLoc® web application. After the registration process, the Form Control Number (FCN) on the blank document is scanned and its authenticity is checked by the backend system. Only registered
and unused blanks are accepted. If no valid blank is presented, it is not possible to proceed
with the personalization of the seal and the document.

Within dLoc®, seal inventory can be browsed, and seals can be assigned to
a specific office. Only tags assigned to a specific office can be written by
that office’s authorized users. Uncontrolled exchange of un-personalized
tags between offices is not possible.

If the blank certificate is valid, the document data including a transaction number (TAN)
used to uniquely identify the process, is printed. To personalize the tag, the operator places
it on the NFC reader and the chip ICN (pre-personalized at a Linxens production site) is
read and checked with the backend system. Only registered chips can be used for personalization. If the chip is valid the data is written to the NFC tag. In order to personalize the
chip, the SAM is authenticated by the backend system as well.

•T
 he enrollment and issuance process from the viewpoint of the operator.

•S
 ystem view of the processes which ensure the security of the
solution.
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Once the above steps are executed, the paper document is linked to the seal via cryptographic keys that reference the certificate. The loopholes are closed by linking the FCN, ICN
and TAN. After a final quality control step, the certificate can be issued.
In general, this process is easily deployed by any authority issuing certificates. The user
interface guides the operator through the process so that any human error in the issuance
process can be eliminated.
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4.5.1 Updating a document/creating
a new state in the document lifecycle
To update a document, the user must be registered on a secure workstation or
mobile device.

5 • The verification
process
The goal of the solution is to enable the verification
of the authenticity and integrity of the secured certificate.
This verification can be done from a workstation equipped with
a reader and from supported mobile devices.

5.1 Authenticity
Verifying the authenticity means showing that the chip has been issued by
the rightful authority. In the dLoc® system there are multiple ways to do this, as
illustrated below:
1. In an online environment, the reader can communicate with the dLoc®
database, where the UIDs of authentic chips are registered, and verify the
presence of the chip’s UID.
2. A
 second approach is to compare digital signatures: the chip UID and ICN
have been signed digitally during pre-personalization in the Linxens production facility and stored on the chip and also in the dLoc® database. It can be
recalculated by the backend system. Any mismatch proves that the chip is
not authentic.
3. If no online connection is available, it is still possible to verify authenticity of
the chip. In this case it is necessary to have an NFC reader with an authenticated SAM. The signature can be recalculated and compared with the
signature stored on the chip, showing that the chip is valid and was issued
correctly.
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5.2 Integrity

Notes

Verifying the integrity means demonstrating that the data on the chip has not been manipulated.
Again, a digital signature is used for this purpose. All blocks are digitally signed so that any
manipulation can be immediately detected. With an online connection, the signature on the
chip and the signature stored on the backend system are compared and any mismatch signals
that the data has been manipulated.

...........................................................................................................................................................................................................

Like in the offline situation mentioned above, it is also possible to check the signature over the
data blocks using a reader with SAM module.
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5.3 Verification with mobile devices
The dLoc® solution employs chips that communicate using the ISO 14443-4 standard. This
means that a smartphone with an NFC interface running the dLoc® application can be used
to read the contents of a chip. Using digital signatures which are stored in both the backend
system and on the chip, it is thus possible to easily detect any manipulation using such a mobile
phone.
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